How to network Windows XP with Windows 7

The following document explains how to network a computer running Windows XP with one running Windows
7. This is most likely useful in a home setting in which someone wants to connect a netbook running XP with a
desktop running W7. For security reasons, if you’re connecting the netbook wirelessly via a wireless router, be
sure to use WPA-2 (a.k.a AES) encryption to connect your netbook to your network (WEP is completely
useless).

The procedure consists of:

1. Assigning the same workgroup name to both the XP and W7 computers.

2. Creating a password-protected standard-user account on the W7 system.
(This will facilitate the requirement of a username and password from the XP user when connecting to
W7. It will also deny the XP user administrator privileges on the W7 machine.)

3. Configuring the network settings on the W7 system to allow network and printer sharing.

4. Choosing which folders on the W7 system to share.

5. Logging into the W7 system from the XP system.
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Assigning a Workgroup name in XP

a) Log in to an administrator account on the XP machine.
b) Right-click My Computer and select Properties (Figure 1) to pull up the System Properties
window (Figure 2).
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Figure 1: Select Properties on XP.

¢) On the System Properties window, select the Computer Name tab, and click the Change button
to assign your workgroup a name (Figure 2).
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Figure 2: Click the Change button to set the Workgroup in XP.
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Assigning a Workgroup name in Windows 7

d) Log in to an administrator account on the W7 machine.
¢) Right-click My Computer and select Properties (Figure 3) to pull up the System window
(Figure 4).
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Figure 3: Select Properties on W7

f) On the System window, click Change Settings under the Computer name, domain, and
workgroup settings section and assign the same workgroup name as on the XP machine (Figure 4).
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Figure 4: Click Change Settings to set the Workgroup name in W7.
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Creating a user account in W7

a) Next, create a password-protected standard-user account in W7. This will provide an account for a
user on the XP computer to use to login to the W7 system. On W7, go to
Control Panel — User Accounts and click Manage another account (Figure 5).
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Figure S: Select Manage accounts in W7 to create another user account.
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b) On the resulting Manage Accounts window, click Create a new account and create a standard
user account. Be sure to assign the account a password. For example, I created an account called
muoncapture (Figure 6).
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e
Figure 6: Create a new account in W7 and password protect it.
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Configuring Network & Sharing in W7

a) Go to the Control Panel and sclect Network and Sharing Center (Figure 7).
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Figure 7: Go to Network and Sharing Center in W7
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b) On the left pane of the Network and Sharing Center window (Figure 8), click Change advanced
sharing settings.
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Figure 8: Select Change advanced sharing settings to configure the network on W7.
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c) On the Advanced sharing settings (Figure 9) window, there are two groups of settings to configure:
Home or Work and Public. In Windows, each user account has its own set of folders for My
Documents, My Pictures, My Music, etc. In W7, there is also a set of ‘public’ folders: Public
Documents, Public Pictures, Public Music, etc. These ‘public’ folders are meant to be a shared
repository of data that can be shared with all user accounts on the computer. You need to configure
the Home or Work settings separately from the Public settings. I did not want to use the ‘public’
folders, so I turned that functionality off.

I set the following Advanced sharing settings:

i. Home or Work (current profile)

e Network Discovery: on

¢ File and printer sharing: on

e Public folder sharing: off

e Media streaming: N/A
File sharing connections: 128-bit encryption
Password protected sharing: on

ii. Public
e Network Discovery: off
File and printer sharing: off
Public folder sharing: off
Media streaming: N/A
File sharing connections: 128-bit encryption
Password protected sharing: off

Once finished with these settings, click the Save Changes button at the bottom of the Advanced sharing
settings window.

With this configuration I am not using the ‘public’ repository of folders, but will choose which folders I want to

share later. I am also requiring that a user of the XP computer provide a user name and password to connect to
the W7 system (more on that in a bit).
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| e <« Network and Sharing Center » Advanced sharing settings + | 42 |l search Cantrot Pane! )

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

1k Home or Work (current profile) ()

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is netwerk discovery?

@ Turn on network discovery
71 Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
“ be accessed by people on the network.

@ Turn on file and printer sharing
) Turn off file and printer sharing

Public folder sharing

I When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders? |

() Turn on sharing so anyone with network access can read and write files in the Public folders
i@ Turn off Public folder sharning (people logged on to this computer can still access these
folders)

Media streaming

‘When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the network,

Medta streaming is off.
Choose media streaming options...

File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

@ Use 128-bit encryption to help protect file sharing connections (recommended)
() Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing
‘When password protected sharing is on, only people who have a user account and password on this

computer can access shared files, printers attached to this computer, and the Public folders, To give
other people access, you must turn off password protected sharing.

@ Turn on password protected sharing
(") Turn off password protected sharing

¥ Save changes Cancel

Figure 9: Setup network and sharing settings
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Sharing a folder in Windows 7

a) While still logged in to the administrator account on the W7 machine, right-click any folder that you
want to share, hover over Share with and then click Specific people... (Figure 10).
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Figure 10: Choose folders to share on the network. For example, I am going to share my entire W7 My Documents folder.
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b) Choose to share the folder with the password protected user that was created earlier. (Again,
muoncapture in my case. See Figure 11).

"\_-) 23 File Sharing . —.

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

I'm having trouble sharing

| Share || Cancel

Figure 11: Choose the user previously created to share the folder with.

c) Assign either Read or Read/Write privileges for the folder and click the Share button

(Figure 12).
=
G File Sharing . - -
Choose people to share with
Type a name and then click Add, or click the arrow to find someone,
- Add
Mame Permission Li /\
& Family Duier [
| 2 muoncapture _ Read/Wrife '.: Read

¥ Bead/Write

Remove

I'm having trouble sharing

Figure 12: Set the folder permissions.
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Connecting XP to the shared W7 folder.

a) Now, back on the XP machine, map the remote W7 folder that is being shared as a network hard
drive. To do this, right-click on My Computer and click Map Network Drive...(Figure 13).
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Disconnect Metwork Drive...

Create Shortcut
Delete
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Figure 13: Right-click My Computer in XP and choose Map Network Drive...

b) On the resulting Map Network Drive window (Figure 14), pick an unused drive letter, click the
Browse button, and browse to the W7 folder that you want to connect to. Click the Finish button
when you’re...um, finished.

Map Network Drive [g

Windows can help yiou connect to a shared network folder
and assign a drive letter to the connection so that vou can

..‘H access the folder using My Computer.,
e
e | Specify the drive letter for the connection and the folder

1 that you want to connect to:

Example: \\serverishare
Reconnect at logon
Connect using a different user name.

Sign up for online storage or connect to &
network server,

3
e M o |

Figure 14: From XP, assign a drive letter to your remote W7 folder.
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c) Now you have a network drive on the XP system (Z: for example) that maps to the shared W7 folder
(Figure 15). Double-click the network drive to connect to it.
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Figure 15: Double-click the mapped network drive just like any hard drive. In this example, drive Z: maps to the
My Documents folder on the W7 system.

d) When you try to open the mapped drive you’ll be prompted for a username and password. Use the
W7 standard user account user name and password that was created earlier and click OK (Figure

16).

Connect to Family-PC

Connecting to family-pc

L=zer name: | € muoncapture ! |

Password: | ssssesns |

L OK ][ Cancel J

Figure 16: Provide the user name and password of the W7 user account created earlier.

Now wasn’t that easy? ©
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